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GLOSSARY

Access Device -- See Payment Card.

ACH Debit - A proprietary off-line debit system
established by a retailer. Cards are issued to
approved customers and may be wused
exclusively at that retailer’s locations.
Settlement is performed through the ACH
network.

Automated Clearing House (ACH) Network -- A
network run by the Federal Reserve to
electronically process funds transfers between
member financial institutions. Typically used in
a food stamp EBT system to transfer credits
from the concentrator bank to financial
institutions hoiding retailer accounts.

Acquiring Bank Processing and Support -- The
bank which settles funds between the
merchant, merchant acquirer, and the front-end
processor each business day. This entity also
provides risk management services which
detects fraudulent merchant activity.

ATM Deployers -- Depository financial
institutions (e.g., banks, thrifts, credit unions)
that support proprietary or shared automated
teller machines.

Automated Teller Machine (ATM) -- Unattended
terminal from which one or more banking
transactions can be performed, including
balance inquiries, cash deposits, cash
withdrawals, transfers between accounts, and
payments on loans and credit cards. Requires
card access.

Back-End Processing -- Funds settlement and
reconciliation functions that follow the
transaction authorization process.

Card Issuer -- The organization, typically a
financial institution, that maintains the
consumer relationship and depository account
on behalf of the customer and issues the
magnetic stripe card. The latter function is
provided by the financial institution itself or a
third-party on the financial institution’s behalf.

Check Authorization — The process by which
a retailer verifies the authenticity of a check
and/or its presenter. Check authorization
systems vary in sophistication; four general
constructs are presented below.

. Paper "hot" lists which identify ali
customers who have previously written
bad checks in the store. There is no
electronic capability in this option.

. In-store negative files tied to the

existing scanning systems. The
transaction is authorized against a
negative file resident at the store

controller.

. On-line check auythorization against a
headquarters central negative or
positive file.

. Check authorization databases
supported by outside service providers.
Check verification is a service which
verifies only that there is no record of
bad check-writing behavior by the
customer. It does not verify that
sufficient balance exists to cover
purchases or withdrawals.

Controller -- Also referred to as an in-store
processor (ISP} or store controller. A
computer, usually a PC, that controls the
payments system in the store. In an integrated
payments system, the controller also routes on-
line debit transactions to the transaction
acquirer.

Data Encryption Standard (DES) -- Standard for
encrypting data to allow secure transmission of
data between two points. In the EBT context,
the DES empioys a 56 bit key to encrypt the
PIN using a Data Encryption Algorithm.

Debit Transaction -- Approval by the cardholder
of the debit to his or her account. At the same
time, it provides a claim of funds made by the

EFT Commercial Infrastructures
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acquirer {or card acceptor} against the
card issuer.

Diai-Up -- A telecommunications configuration
whereby a POS terminal connects to a host
computer on an as-needed (per transaction)

basis. See also Leased Line.

Electronic Benefits Transfer -- An electronic
payments system that uses electronic funds
transfer, automated teller machines, and point
of saie technology for the delivery and control
of public assistance benefits.

Electronic Funds Transfer -- Any transfer of
funds, other than a transaction originated by
check, draft, or similar paper instrument, which
is initiated through an electronic terminal,
telephonic instrument, or computer or magnetic
tape so as to order, instruct, or authorize a
financial institution to debit or credit an
account.

Electronic Funds Transfer System -- System
designed to facilitate the exchange of monetary
value via electronic means. Objectives include
expansion of time and location availability of
basic financial services, and reduction of the
present growth of paper volume (i.e., cash and
checks).

Electronic Cash Register (ECR) -- An electronic
device used at the lane level to record a
retailer's sales. An ECR may be either
connected with other ECRs in the store to a
central processing computer, or stand alone.

Food Stamp Authorized Retailer -- Individual
stores and/or corporate headquarters authorized
by the food stamp program to accept food
stamp benefits toward eligible food purchases.

Front-End Processor -- The entity that manages
the telecommunications and termina!
management infrastructure which routes
electronic transactions from ' the merchant
location to another point, usually the
transaction router, for the purpose of
transaction authorization.

Front-End Switch - The entity in the EFT
infrastructure that relays transaction
information between the merchant acquirer and
the customer’s financial institution.

Gateway Service Provider -- The entity that
allows on-line debit transactions to be
supported between and among a network
switch, third party processor, EBT processor, or
large food retailer. The most common gateway
service providers are shared regional networks
themselves and the national on-line debit
networks {Interlink and Maestro).

Host -- A computer, usually a mainframe, that
receives on-line debit transactions from the
store level. Transactions are relayed by the
host to the network switch, which routes them
to the card-issuing bank for authorization.

in-Sourcing -- Developing the capability or
purchasing services to perform a function "in-
house” rather than contracting with another

party.

Independent Sales Organization (ISO) -- An
organization, usually contracted by a financial
institution, that markets electronic payment
services offered by the financial institution.

Integrated Configuration -- An electronic
payments system in which the POS terminal,
either directly or indirectly, sends to and
receives information from the ECR. Two main
types of integrated configurations exist:

. Interfaced: POS terminals are

connected to a controller by means of
a local area network. The controller
may also support the ECR system, or is
interfaced with the ECR controller.
This provides an indirect exchange of
information between the ECR and POS
terminal in a particular lane.

U Fully Integrated: POS terminals are

connected to ECRs in the lane, allowing
for the direct exchange of transaction
information.

EFT Commercial Infrastructures
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Interchange Fee -- A fee paid by a card issuing
bank to a transaction acquirer for an on-line
debit or ATM transaction.

Leased Line -- A telecommunications
configuration whereby a POS terminal
possesses a dedicated connection to a host
computer. See also Dial-Up.

Magnetic Stripe Reader (MSR) -- The
component of the POS terminal that reads the
magnetic stripe.card. Occasionally referred to
as a "card swipe”.

Magnetic Stripe Card -- Benefit access card
that contains encoded information on a
magnetic strip. The strip may contain three
information tracks. Track 2 is used for
payments and benefits.

Merchant Acquirer -- The entity that drives or
maintains (maintenance may be subcontracted)
retailer POS terminals and routes electronically
captured transactions to the correct card
issuer, third party processor or network switch.
Merchant acquirers include:

. PQS Merchant Banks -- Financial

institutions that act as merchant
acquirers.

. POS Retailer Programs -- Retailers that

act as merchant acquirers.

. EFT Processors -- Third party
processors that act as merchant
acquirers. A more comprehensive
operational entity than the others,
providing both back-end and front-end
processing capabilities.

Merchant Bank of Deposit -- The bank that
maintains the day-to-day cash management and
cash, coin, and currency relationships with a
merchant. This entity receives funds from the
acquiring bank processor for electronic card
activity. This bank may or may not be the
acquiring bank depending on whether it
supplies acquiring bank EFT services.

Network -- The entity that routes an EFT
transaction from the front-end processor to the

card issuing bank. Networks either perform the
physical switching of the transaction
themselves or outsource the function to
another party. Networks are also responsible
for the settlement of funds between entities in
the EFT infrastructure. See also Switch.

Off-Line Debit - A payments system in which
a magnetic stripe card is used to draw upon a
designated depository transaction account.
Off-line debit differs from on-line debit in that
transaction authorization usually consists of the
manual verification of the customer’s signature;
and from credit in that settlement occurs
through the automated clearing house (ACH)
network.

On-Line Debit - Also referred to as POS debit.
On-line debit invoives the use of a magnetic
stripe card at a point of sale terminal to initiate
a debit from a customer’s demand deposit
{checking) account and corresponding credit to
the retailer’'s deposit account.

On-line debit contrasts with off-line debit and
credit in that transaction authorization consists
of the matching of a customer-entered PIN
against a central database, and differs from
credit in that settlement occurs through the
automated clearing house (ACH) network.

Out-Sourcing -- Contracting out the
performance of functions or services rather
than performing them in-house.

Payment Card -- The vehicle by which the
consumer accesses the EFT infrastructure.
Predominantly, the cards have been magnetic
stripe-based, and contain information on both
the cardholder and type of account. The type
of card and the business relationship between
the merchant acquirer and the retailer
determine the conditions and the timing of
reimbursement to the retailer.

Personal Identification Number (PIN} -- An
alphanumeric string, typically four characters or
longer, used to verify the identity of a
cardholder when performing an on-line debit
transaction.

EFT Commercial Infrastructures
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Piggybacking or Leveraging -- in the context of
EBT, piggybacking refers to the use of the
existing on-line debit infrastructure for the
initiation, processing, and settlement of EBT
transactions.

Point of Sale (POS) Terminal or POS Device --
An electronic device used to support the
authorization function in a merchant location.
At a minimum, the device includes a card-
reading mechanism and dial-up
telecommunications capability to operate in the
payments system infrastructure. More
sophisticated POS terminais can be integrated
with an electronic cash register (ECR) or
personal computer (PC) based system.

Primary Account Number (PAN) -- Number used
to identify a customer's bank account. This
number is transmitted, along with the PIN and
purchase amount, to the card-issuing bank for
authorization of the transaction.

Reconciliation -- A message that is generated
by the acquirer (e.g.., EBT processor) that
advises the receiver of settlement information
regarding transaction processing between the
sending and receiving locations.

Retrofitting -- The modification of existing
payments systems to support the EBT
application.

Settlement - The transfer of funds among
entities in the EFT environment based on the
transactions processed, up to a specified time.

Stand Alone Configuration -- An electronic
payments system in which the POS terminal(s)
can initiate transaction authorization requests
and receive responses from a central database
without need for connection or support from a
controller or ECR.

Stakeholder -- Any entity (e.g., retailer,
merchant acquirer, front-end processor,
merchant bank of deposit, or acquiring bank)
that plays a role in the initiation or processing
of an EFT transaction.

Switch -- The entity that routes transactions for
authorization from the point of acquisition to
the card issuer. See also Transaction Router.

Third Party Processor -- A organization that
drives and maintains retailer POS terminals,
authorizes and processes transactions, and
settles retailer accounts.

Transaction Acquirer -- An entity that drives
terminals and terminal systems for the purpose
of electronic capture and routing of
transactions.

Transaction Authorization -- The process by
which approval is given to permit a card or
account to be used in a transaction on behalf
of the card issuer. An authorization begins as
a request that flows through the payment
system between the retailer and card issuer,
who approves or denies the request. An
authorization approval from an issuer
represents a promise to pay the retailer,
contingent upon compliance with the operating
rules and procedures for the transaction.

Transaction Router -- The entity that directs
transactions from acquirers to card issuers. It
receives transactions from a front-end
processor and routes them to appropriate card
issuers and other regional and national
networks for authorization. The transaction
router is responsible for single-point net
settiement services (i.e., one net settiement
total which includes both debit and credit
transactions) for each entity to which it is
connected. See also Switch.
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TECHNICAL REPORT #1

. OVERVIEW OF THE STUDY AND METHODOLOGY

Introduction
The Food and Nutrition Service (FNS), through previous analysis,

demonstration, and evaluation, has identified the deployment and
operation of direct debit point of sale (POS) terminals to be a key
determinant in the cost of developing and operating state-level
electronic benefit transfer (EBT) systems. As a result, the issue
of building upon (i.e., "piggybacking”) the existing commercial on-
line debit infrastructure to support Food Stamp EBT has received
considerable attention among the EBT stakeholders including:;
government agencies, the food retailer community, and especially
the EFT industry.

This study, entitled "EFT Commercial Infrastructures and
Implications for EBT", reflects an initiative by the agency to
comprehensively address major issues shaping this discussion.
Reflecting the broad nature of its title, the study includes a
discussion of the numerous consumer payment systems supported
by the EFT commercial infrastructures. The discussion further
presents the rationale for building Food Stamp EBT upon one
payment system in particular -- on-line debit at the point-of-sale
(POS debit). With this basis, our analysis and conclusions focus
on the current infrastructures supporting POS debit and their
implications for Food Stamp EBT.

Objectives of

the Study

The research objectives of this study were as follows:

(1) Identify the location of existing and/or proposed POS/ATM
infrastructures,

(2) Determine the levels of terminal deployment in terms of
check-out lane coverage,

(3) Determine the capability of these POS/ATM systems to
meet FSP functionality, program and performance
standards,

EFT Commercial Infrastructures = = = page I-1
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Overview of the

(4) Examine the feasibility of retrofitting existing electronic
cash registers (ECRs) to meet FSP needs and standards,

(5) Correlate the service areas of these systems with FSP
authorized food retailer locations, and,

(6) Use computer mapping technology to present data and
publish findings in a final report as well as provide mapping
software in a user friendly format for use in decision

making.

Study Methodology

To fully address the study objectives listed above, and numerous
clarifications made during initial discussions with FNS, a
comprehensive guide to the data collection, analysis, and
reporting activities under this study was developed.

The primary research method employed was an extensive
collection of data from respondent groups within and peripheral to
the EFT commercial infrastructure. Respondents inciuded
numerous individuals from the following areas:’

o Regional EFT network/switch operators

. Vendors of access devices and software developers
] Food industry organizations

o Banking industry organizations

. Major third party processors

. Federal, State and local program officials who

administer and enforce food assistance programs

The very nature of the EFT commercial infrastructures posed a
significant challenge to the data collection effort. That is, great
variability exists in the roles and functions of these organizations,

1A comprehensive list of individuals and organizations contacted under this study is included
as Appendix B in TECHNICAL REPORT #2.

EFT Commercial Infrastructures page |-2
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and of individuals within them, reflecting the somewhat
incongruous development of POS debit nationwide. With the
objective of painting a complete and fair picture of the EFT
commercial infrastructure, our data collection often hinged on
locating whomever could provide the accurate and comprehensive
data, regardless of organization.

At the outset of the study, we proposed that a convenient
framework in which to view our analytical approach is as
separate, but linked, "micro™ and "macro” analyses.

The "macro” components of the study include:

L an overview of the EFT infrastructures’ historical
evolution, current characteristics, and outlook for the
future

. a discussion of the payment systems supported by

the infrastructure, focusing on the functions
comprising on-line debit as performed by the various
"stakeholder” businesses

. detailed explanation of the business and physical
relationships that shape the way payments services
are delivered today

o analysis of the most common "generic” equipment
configurations that support electronic payments
applications, particularly in the food retail industry

o analysis of the major technical and cost issues
surrounding the retrofitting of existing payments
systems to support food stamp EBT

The "macro” data collection elements, identified as necessary to
address the components, are listed below, as are the approaches
for collecting each:

Services Supported -- Identify the array of electronic péyment
transactions supported in the retail environment, e.g., direct debit,
ACH debit, credit card, check verification, EBT, etc.

e ———————————————— e )
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POS Device Supported -- Identify the array of point-of-sale
terminals available with receipt print capability that support
electronic payment system transactions by vendor, model, and

type.

POS Device Functionality -- Determine the range of features and
functionality supported -- vis-a-vis FSP functional requirements
(e.g., receipt print capability, balance on receipt, balance only
inquiry, etc.) -- by terminal type. In addition, discern any planned
technical modifications. This data will be used to develop a
taxonomy of terminal devices, their capabilities, and support the
area-by-area assessment of the extent to which the capabilities

are being used.

POS Technical/Cost Data -- Identify the potential technical and
cost considerations in retrofitting POS devices to perform fully
within the functional and performance requirements of FSP EBT.

Distribution of POS Devices -- Segment the total number of POS
debit terminals deployed in the U.S. market by retailer
classification.

Historical/Current POS Transaction Volumes -- Track the growth
of total POS debit transaction volumes (performed in retail
locations and at ATMs) over the past five years, and provide
estimates of future projections, where available.

Transaction Acquiring -- Identify the primary organizations in the
twelve selected geographic areas that drive terminals and terminal
systems for the purpose of electronic capture and routing of

transactions.

Switching Capabilities -- Identify the primary organizations in the
twelve selected geographic areas providing back-end switching --
that is, the routing of transactions between and among
participants in the payment system infrastructure (i.e., network).

Transaction Authorization -- Identify the primary organizations in
the twelve selected geographic areas that support the request to
permit a card or account to be used in a8 transaction on behalf of
the card issuer.

EFT Commercial Infrastructures page I-4
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POS Configuration Options -- Develop schematic diagrams of the
most common business configuration alternatives (i.e., service

models) used in the payment system infrastructure.

Requirements for Food Stamp Program EBT Capability -- Identify
the requirements specified in the EBT Regulations that impact the
functionality of POS devices to be used in FSP EBT. Examples
include: receipt print capability, balance-only inquiry, balance-on-
receipt capability.

Structure and Range of Fees Charged -- Identify the range of fees
charged, including surcharges, rebates, and volume discounts, for
payment-related transactions -- between various entities.

Sparse POS Debit Areas: What other infrastructure exists? -- On
a case-by-case basis, provide descriptive data on the existence of
other EFT infrastructures that might serve as a precursor to POS.

Structural Changes Planned for Near Future -- Describe the trends
and other environmental factors that might influence the growth
and development of POS programs in the future, and assess the
importance to the evolution of EBT (i.e., advance of cellular
technology, microwave, other telecommunication infrastructure).

By contrast, the "micro™ components of the study included:

o development of comprehensive analyses of twelve
geographic areas selected by FNS with respect to
current and planned on-line debit capability at FNS-
authorized food retailer locations

. employing geographic information systems (GIS)
technology as a dynamic tool to illustrate and further
analyze the on-line debit coverage of each study area
(the methodology for these activities is described in
greater detail in TECHNICAL REPORT #2)

o diagramming the major store system configurations
encountered in each area supporting retailer’'s
electronic payment services, and relating these to
the generic "service models” developed in the
"macro” analysis

e e et PP P2 A — e e I
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